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Question: 1

SIMULATION
The developers recently deployed new code to three web servers. A daily automated external device
scan report shows server vulnerabilities that are failing items according to PCI DSS. If the
vulnerability is not valid, the analyst must take the proper steps to get the scan clean. If the
vulnerability is valid, the analyst must remediate the finding. After reviewing the given information,
select the STEP 2 tab in order to complete the simulation by selecting the correct “Validation Result”
AND “Remediation Action” for each server listed using the drop down options.
Instructions:
If at any time you would like to bring back the initial state of the simulation, please select the Reset
button. When you have completed the simulation, please select the Done button to submit. Once
the simulation is submitted, please select the Next button to continue.
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Answer:
see solution below
WEB_SERVER01: VALID – IMPLEMENT SSL/TLS
WEB_SERVER02: VALID – SET SECURE ATTRIBUTE WHEN COOKIE SHOULD SENT VIA HTTPS ONLY
WEB_SERVER03: VALID – IMPLEMENT CA SIGNED CERTIFICATE

Question: 2
An analyst received a forensically sound copy of an employee’s hard drive. The employee’s manager
suspects inappropriate images may have been deleted from the hard drive. Which of the following
could help the analyst recover the deleted evidence?
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A. File hashing utility
B. File timestamps
C. File carving tool
D. File analysis tool

Answer: C

Question: 3

HOTSPOT
A security analyst suspects that a workstation may be beaconing to a command and control server.
You must inspect the logs from the company’s web proxy server and the firewall to determine the
best course of action to take in order to neutralize the threat with minimum impact to the
organization.
Instructions:
If at any time you would like to bring back the initial state of the simulation, please select the Reset
button. When you have completed the simulation, please select the Done button to submit. Once
the simulation is submitted, please select the Next button to continue.
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Answer:
DENYTCP 192.168.1.5 7999 67.8.9.2248080

Question: 4
Which of the following BEST describes the offensive participants in a tabletop exercise?

A. Red team
B. Blue team
C. System administrators
D. Security analysts
E. Operations team

Answer: A

Question: 5

After analyzing and correlating activity from multiple sensors, the security analyst has determined a
group from a high-risk country is responsible for a sophisticated breach of the company network and
continuous administration of targeted attacks for the past three months. Until now, the attacks went
unnoticed. This is an example of:

A. privilege escalation.
B. advanced persistent threat.
C. malicious insider threat.
D. spear phishing.

Answer: B

Question: 6

A system administrator who was using an account with elevated privileges deleted a large amount of
log files generated by a virtual hypervisor in order to free up disk space. These log files are needed by
the security team to analyze the health of the virtual machines. Which of the following
compensating controls would help prevent this from reoccurring? (Select two.)

A. Succession planning
B. Separation of duties
C. Mandatory vacation
D. Personnel training
E. Job rotation

Answer: B,D

Question: 7

Which of the following best practices is used to identify areas in the network that may be vulnerable



Questions & Answers PDF Page 10

https://www.certkillers.net

to penetration testing from known external sources?

A. Blue team training exercises
B. Technical control reviews
C. White team training exercises
D. Operational control reviews

Answer: A

Question: 8

An organization has recently recovered from an incident where a managed switch had been accessed
and reconfigured without authorization by an insider. The incident response team is working on
developing a lessons learned report with recommendations. Which of the following
recommendations will BEST prevent the same attack from occurring in the future?

A. Remove and replace the managed switch with an unmanaged one.
B. Implement a separate logical network segment for management interfaces.
C. Install and configure NAC services to allow only authorized devices to connect to the network.
D. Analyze normal behavior on the network and configure the IDS to alert on deviations from normal.

Answer: B

Question: 9

A cybersecurity analyst is reviewing the current BYOD security posture. The users must be able to
synchronize their calendars, email, and contacts to a smartphone or other personal device. The
recommendation must provide the most flexibility to users. Which of the following
recommendations would meet both the mobile data protection efforts and the business
requirements described in this scenario?

A. Develop a minimum security baseline while restricting the type of data that can be accessed.
B. Implement a single computer configured with USB access and monitored by sensors.
C. Deploy a kiosk for synchronizing while using an access list of approved users.
D. Implement a wireless network configured for mobile device access and monitored by sensors.

Answer: D

Question: 10

A security analyst received a compromised workstation. The workstation’s hard drive may contain
evidence of criminal activities. Which of the following is the FIRST thing the analyst must do to
ensure the integrity of the hard drive while performing the analysis?

A. Make a copy of the hard drive.
B. Use write blockers.
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C. Run rm –R command to create a hash.
D. Install it on a different machine and explore the content.

Answer: B

Question: 11

File integrity monitoring states the following files have been changed without a written request or
approved change. The following change has been made:
chmod 777 –Rv /usr
Which of the following may be occurring?

A. The ownership pf /usr has been changed to the current user.
B. Administrative functions have been locked from users.
C. Administrative commands have been made world readable/writable.
D. The ownership of/usr has been changed to the root user.

Answer: C

Question: 12

A security analyst has created an image of a drive from an incident. Which of the following describes
what the analyst should do NEXT?

A. The analyst should create a backup of the drive and then hash the drive.
B. The analyst should begin analyzing the image and begin to report findings.
C. The analyst should create a hash of the image and compare it to the original drive’s hash.
D. The analyst should create a chain of custody document and notify stakeholders.

Answer: C

Question: 13

A cybersecurity analyst is currently investigating a server outage. The analyst has discovered the
following value was entered for the username: 0xbfff601
a. Which of the following attacks may be occurring?
A. Buffer overflow attack
B. Man-in-the-middle attack
C. Smurf attack
D. Format string attack
E. Denial of service attack

Answer: D

Question: 14
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External users are reporting that a web application is slow and frequently times out when attempting
to submit information. Which of the following software development best practices would have
helped prevent this issue?

A. Stress testing
B. Regression testing
C. Input validation
D. Fuzzing

Answer: A

Question: 15

A vulnerability scan has returned the following information:

Which of the following describes the meaning of these results?

A. There is an unknown bug in a Lotus server with no Bugtraq ID.
B. Connecting to the host using a null session allows enumeration of share names.
C. Trend Micro has a known exploit that must be resolved or patched.
D. No CVE is present, so it is a false positive caused by Lotus running on a Windows server.

Answer: B

Question: 16

A cybersecurity analyst is conducting a security test to ensure that information regarding the web
server is protected from disclosure. The cybersecurity analyst requested an HTML file from the web
server, and the response came back as follows:
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Which of the following actions should be taken to remediate this security issue?

A. Set “Allowlatescanning” to 1 in the URLScan.ini configuration file.
B. Set “Removeserverheader” to 1 in the URLScan.ini configuration file.
C. Set “Enablelogging” to 0 in the URLScan.ini configuration file.
D. Set “Perprocesslogging” to 1 in the URLScan.ini configuration file.

Answer: B

References:

Question: 17

An analyst has initiated an assessment of an organization’s security posture. As a part of this review,
the analyst would like to determine how much information about the organization is exposed
externally. Which of the following techniques would BEST help the analyst accomplish this goal?
(Select two.)

A. Fingerprinting
B. DNS query log reviews
C. Banner grabbing
D. Internet searches
E. Intranet portal reviews
F. Sourcing social network sites
G. Technical control audits

Answer: D,F

Question: 18

A cybersecurity professional typed in a URL and discovered the admin panel for the e-commerce
application is accessible over the open web with the default password. Which of the following is the
MOST secure solution to remediate this vulnerability?

A. Rename the URL to a more obscure name, whitelist all corporate IP blocks, and require two-factor
authentication.
B. Change the default password, whitelist specific source IP addresses, and require two-factor
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authentication.
C. Whitelist all corporate IP blocks, require an alphanumeric passphrase for the default password,
and require two-factor authentication.
D. Change the username and default password, whitelist specific source IP addresses, and require
two-factor authentication.

Answer: D

Question: 19

An organization is requesting the development of a disaster recovery plan. The organization has
grown and so has its infrastructure. Documentation, policies, and procedures do not exist. Which of
the following steps should be taken to assist in the development of the disaster recovery plan?

A. Conduct a risk assessment.
B. Develop a data retention policy.
C. Execute vulnerability scanning.
D. Identify assets.

Answer: D

Question: 20

A company wants to update its acceptable use policy (AUP) to ensure it relates to the newly
implemented password standard, which requires sponsored authentication of guest wireless devices.
Which of the following is MOST likely to be incorporated in the AUP?

A. Sponsored guest passwords must be at least ten characters in length and contain a symbol.
B. The corporate network should have a wireless infrastructure that uses open authentication
standards.
C. Guests using the wireless network should provide valid identification when registering their
wireless devices.
D. The network should authenticate all guest users using 802.1x backed by a RADIUS or LDAP server.

Answer: C



Questions & Answers PDF Page 15

https://www.certkillers.net

Thank You for trying CS0-001 PDF Demo

To Buy our CS0-001 Premium Full Version visit link below

https://www.certkillers.net/Exam/CS0-001

Start Your CS0-001 Preparation

“”
 Download and Pass Exam CS0-001 Easily with CertKillers.net

questions.


